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* Monitoraggio Rete

* Monitoraggio Server

* Monitoraggio Applicazioni
* Monitoraggio SAN

* Business Service Management
* |ntegrazione tra IT Operations & ITSM
* Novita & Roadmap




Monitoraggio Rete

 Monitoraggio di router, switch, firewall, stampanti etc.
e Supporto Multivendor: gestione ambiente eterogeneo
* Oltre 750 Device Template out-of-the-box

* Discovery automatica sulla rete

* Alta scalabilita fino a 50.000 dispositivi gestiti

Engine



w8 Monitoraggio apparato di rete

Monitoring

LAB_Bludis €@ - @Q@enam
Inventory
172.19.0.1 | Router | Cisco 1600 Series
All Devices (7)
Summary Alerts Monitors Graphs MNotifications Workflow Device Notes Interfaces
All Interfaces{5)
~ Sort By Category Device Details 5} Availability Packet Loss Response Time (ms)
Server [5) 40 &0 40 &0
Router (1} Status : ‘ Clear
SR () IP Address © 1721201 v v
SRy DNS Name : 1721801
Sort By Type Type : Cisco 1600 Series - -
Vendor + Cisco g 2
Sort By Subnets 98 % 0%
Category : Router
Sort By Apps RAM (M8) Y . . A
Hard DiskSize & 0 CPU Usage (5 mins avg) Cisco Memory Utilization
(SNMP) (SNMP)
Monitored via : ICHMP

Monitoring (mins) @ 5

a0 &g 40 [}
gg:::denq ¢ Mene v % v %
Cisco Internetwork Operating
System Software 105 (tm) 1600 - -..._“ o N
% g

Software (C1600-Y-M), Version =

Sys Description  : 12.0(18h), RELEASE SOFTWARE A = 68 %
(fc1) Copyright (c) 1986-2002 by
cisco Systems, Inc. Compiled Mon
11-Feb-02 01:43 by kellythw

Passwords : Click here to change

e)
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Network

Monitoring

Inventory

All Devices (7)

All Inter®aces(117)

.

Sort By Category
server (4)
VirtuaiDevice (1)

Ro
Ada Cazegory

Sort By Type
Sort By Subnets

Sort By Apps

Monitoraggio Interfacce di rete

FastEthernet0/1-alias2

FlerASARY rA s

Summary Monitors Graphs Addwiona! Pieids

Interface Details =

AdminSwatus : @ Up
OperStatus : @ Up

IP Address : 172.18.2.101

iNome : FolN

lfAios : ohosd

Circuk 1D :

Traffic Counter : 64bie

Index : 2

Physical Address : 001532298693
Type : Ethemez(6)

Parent Neme :
Sys Decription : FemEthemerV!
Bandwidth Details

Interface Speed : Rx- 100000000 bps . Tx
100000000 bps

Urilization(®) : 0.37%, 0.09%
Packetspersec : 259.53 pps, 14021 pps
. —_— —

Receive - Utilization

<0

A%
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Transmit - Utilization

Availability

noi

83%
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Network

Monitoring

BLUDISit

Monitoraggio WAN RTT (IPSLA)

Misura delle performance delle WAN

Rilevare i nodi critici
WAN RTT
Allarmi basati su soglie

WAN Link Map View
At (Tue, 19 Oct 2010, 10:26 PM)

(RTT in seconds)
Path 5 (5.37)
Path 4 (5.17)
Path 1 (5.13)
Path 2 (5.11)
Path 3 (4.37)

aths
(Default Order)

Path 1

Path 2

Path 3

Path 4

Path 5

Cisco3620

64.207.128.68

RTT:

o ©

192.168.4.221 192.168.4.230

203.199.222.138 202.54.6.76

‘Avg. RTT [from Source]: 263.0 ms
Attempts: 7

Completions: 1 3
Errors: 6 810 )

o

64.86.84.141 59.162.16.130

Over Thresholds: 0

o

64.86.173.130

64.93.75.14

72.10.63.214

()

- 72.10.63.222
72.10.63.202

W277.0ms ME263.0ms

72.10.63.254 -
72.10.63.210

O261.0ms W260.0ms
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Network

Monitoring

e Qualita del servizio (QoS)
* Monitoraggio delle metriche della rete VolP
perdita di pacchetti, ritardo, jitter,
il Mean Opinion Score (MOS)
e Round Trip Time (RTT).

Qverview Metwork VoIP Monitors W Servers

y

Monitoraggio VolP (IPSLA)

Buginess Wiews | Alarms | Reports | Top 10 | All Monitors | Settings | Help

Top Call Performance by Location -20:00 Nov 24, 2008 to 07:00 Nov 25, 2008
Locations Score Jitter Pack. Loss  Latency
® cisco2812 1 8ad call=: [ | i Wl
® ccme.yourdomain.com OO R # Links
2® 203.193.155.114 AT s 0.0% 47.0 ms
2® 203.193.155.114 — ] 0.0 ms 0.0% 0.0 ms
® 63.245.209.50 S ——| ] 20ms 0.0% 0.0 ms
=z o oz e oe _or
24 How 23 How
08 03
Top Calls by Jitter Top Calls by Packet Loss
Call Path Max Average Call Path Max Average
® ccme.yourdoma ... 203.193.155.114 11 msec 3.0 msec ® ccme.yourdoma ... 0 203.193.155.114 0.15 % 0.08 %
® come.yourdoma ... -0 203.193.155.114 0 msec 0.0 msec ® ccme.yourdoma ... > 203.193.155.114 0.0 % 00 %
® cecme.yourdoma .. 63,245.209.50 0 msec 0.0 msac ® cocme.yourdoma .. - 63.245.209.50 0.0 % 00%
®cisco2812 0 203.199.211.115 0 msec 0.0 msec ®cisco2812 » 203,199.211.115 0.0 % 00 %
Mare » Mare »
Top Calls by MOS Top Calls by Latency
Call Path Max Average Call Path Mazx Average
come.yourdoma ... 203.193,155.114 4.3 4.0 ® ccme.yourdoma ... -+ 203.193.155.114 153 msec 47.0 msec
® ccmeyourdoma ... ¢ 203.183.155.114 0.0 0.0 ® ccme.yourdoma .. > 203.193.155.114 0 msec 0.0 msec
® come.yourdoma .. 63,245.209.50 0.0 0.0 ® come.yourdoma ... - 63.245.209.50 0 msec 0.0 msec
@ cisenPR1 e 907188 211 115 nn nn @ ricen2A12 w203 188 211 118 1 mear Anmear




Network Configuration Management

* Versioning, Backup e Restore delle configurazioni
 Workflow di approvazione
e Allarmiin caso di configurazione non approvata

 Template per le configurazioni piu comuni

e Gestione dei Firmware

* Configurazioni salvate sotto cifratura



S Analisi del traffico di Rete

Top Stats © New Dashboard | © -

Top N Devices by Speed Line Graph “ Top N Application

PSRt UG MVSSEe SO | ‘
Wi

wwwwwww

* Analisi dettagliata del traffico di rete
— Quali utenti generano traffico?
— Quali applicazioni?
— Fra quali sedi?

* Vantaggi:
— Troubleshooting, ottimizzazione
— Billing: ripartizione dei costi delle risorse}
— Sicurezza
— Previsione della risorse necessarie e Capacity Planning

33333333

3

3

§
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Tecnologie: NetFlow (cisco), sflow, cflow,j-flow, IPFix, CBQoS (Cisco), NBAR,
Cisco AVC (new)

BLUDISit



bwed  AClvanced Security Analytics Module

e Sicurezza della Rete in tempo reale

* |dentifica gli attacchi DDoS o Zero-day sulla rete
* Monitoraggio di minacce interne ed esterne

* Report per analisi forense

your network

from DDos, Zero-day attacks




pwad  Advanced Security Analytics Module

Suspect Flows show/|Last 24Hour v

Attacks

Top N Problem ©  Top N Offender o

v Events

All Events(850)
Suspect Flows (636)
Bad Src-Dst (177)

DoS / Flash Crowd (28)
Scans / Probes (9)

~ Dashboards

Across-All

Bad Src-Dst
Suspect Flows
Scans / Probes
DoS / Flash Crowd

Problem First Time Last Time Events Offender IP * Geo Location Events
1 m Invalid ToS Flows 2014-10-22 15:21 2014-10-2221:23 275 1 m 3332 Not Available(NA) 45
2 TCP Urg Violatior 2014-10-22 15:21 2014-10-22 21:22 198 2 3336 Not Available(NA) 45
3 w Malformed IP Pac2014-10-22 15:22  2014-10-2221:23 64 3 w 3337 Not Available(NA) 45
4 Malformed TCP F2014-10-22 15:22  2014-10-2221:37 20 4 3338 Not Available(NA) 45

5 m TCP Syn Violatior 2014-10-22 15:22  2014-10-2223:43 16 5 m 3339 Not Available(NA) 45



IPAM — Gestione Indirizzi IP

* |P Address Tracking

fornisce il nome DNS, l'indirizzo MAC, lo stato, nome del sistema, tipo di
dispositivo , Switch attestato, Porta dello switch, alias nome, proprietario ...

* |ntegrazione con Active Directory

E’ in grado di rilevare informazioni dell’IP in AD

e Storia dell’'IP Address

Mantiene la cronologia IP / Utente
e Allarmi su cambiamento di stato degli IP

* Supporto IPv4 IPv6




Switch Port Mapper

* Mapping in real-time dei dispositivi connessi a ciascuna
porta dello switch

— Rileva IP / MAC address dei dispositivi collegati (workstation , IP
Phone, ecc..)

— Traccia informazioni su VLAN, stato e disponibilita delle porte

e Alerting se la porta dello switch cambia stato

( Transiente / Disponibile / In Uso)

W 0 00

o se i dispositivi hanno un cambio di porta ™



Network

Monitoring

Layer

2 Mapping A

utomatico

Maps

3D Floor Views
Rack Views
Business Views
Layer2 Maps
VMWare Maps
Google Maps

Layer2 Maps

192.168.49.106

192.168.48.2

192.168.50.134

1

HRSW

vLah2

ciscosﬁit\ch.device/ékpeﬁcom

#

/

itg:ﬁ

Edit Properties

192.168.50.141

1011006 Pont

#* <& W s

Import Devices
Export to Visio

Printer Friendly View

192.168.50.26

192.168.50.27
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Integrazione Google maps

Monitoring

Google Maps

Help: Double click on Google map to add device X

-
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Network
Monitoring

Mappe Personalizzabili

— Link Status

+— Traffic Load

H




Server

Monitoring

BLUDISit

Monitoraggio Server

Disk utilization, processi/Servizi , RAM, Disk 1/O stats, CPU etc.

Sistemi Linux, Windows, Solaris, AlX, HP UX

Agentless

IT360-K8R25-1

172.18.92.38 | Server | Windows 2008 R2

Summary Alerts Monitors Graphs Notifications
Device Details =
Status : g Clear

IP Address 1 172189238

DNS Name : it360-k8r2s-1.csez.zohocorpin.com
Type + Windows 2008 R2

Vendor + Microsoft

Category + Server

RAM (MB) : 16320

Hard Disk Size 1232

Meonitored via : ICMP

Monitoring (mins) : 5

Uplink

Dependency gD
Hardware: Intel64 Family 6 Madel
Gys Description 43 Stepping 7 AT/AT COMPATIBLE
s P ' - Software: Windows Version 6.1
(Build 7600 Multiprocessor Free)
Passwords : Click here to change

romenw

Workflow ~ Device Notes  Interfaces
Availability Packet Loss Response Time (ms)
a0 60 a0 60
£ £
% %

=) L ———— =

g g
100 % 0%

Disk Utilization (SNMP)

a0 60 a0 60 a0 60

CPU Utilization (SNMP) Memory Utilization (SNMP)
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o Virtualization Monitoring

Snapshot - EX-1.Indlle adventret.com sk A Y Inwentory Detalls
Most Dutails ks vty sk 170 sage Wrtual Machines [ Pasource Alocansn | Matwork Sdagrers [ Storage dseers [ otamore Ooeads [ Woneecs
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gl Applications Performance Monitoring

Monitoring

Monitoraggio delle performance delle Applicazioni in
ambiente eterogeneo:

Oltre 50 monitor out-of-the-box per

. . Graphs Reports Mobile Access
Application Server, R .
Database, SAP, Exchange, — 18
. . eb Clien Root Cause Analysis

Web Services, web transactions etc. B
(r’;\ r = /-) — 1
X ) -_7 \- L:j
End User £ - Object Caching

App Server Databases
Wegrver Web services Moniforing

\
9 wep .
? Applications
W Py Servers
&4

Intamet SAP| et Virtualization
Synthetic Transactions  Cloud

Applications Manager

Business Infrastructure

BLUDISit

QIR



Application
Perf

Monitoring

Applications Performance Monitoring

Database Monitoring

BLUDISit

Oracle Management
MySQL Management
SQL Server Management
DB2 Management
Sybase Management
PostgreSQL Monitoring
Memcached Monitoring
Database Query Monitor
MongoDB Monitoring
Cassandra Monitoring
Redis Monitoring

Application Server Monitoring

Microsoft .NET Monitoring

Oracle Application Server Monitoring
|Boss Monitoring

Tomcat Monitoring

VMware vFabric tc Server Monitoring
BEA Weblogic Monitoring
Silverstream Monitoring

IBM WebSphere Monitoring
GlassFish Server Monitoring

QIR

Middleware/Portal Monitoring

wWebSphere MQ Monitor
WebSphere MQ Message Broker Ngws
MS Office SharePoint Monitor
WebLogic Integration Maonitor
Microsoft Message Queue (MSMQ)
Vilware vFabric Rabbithg

End User Monitoring

= End User Management
* End User Monitoring from branch offices



el Applications Performance Monitoring

Monitoring

Web Transaction Monitoring Web Server / Web Services Website Monitoring
* Java Web Transaction Monitoring (APM s Web Services (SOAP) e URL Monitoring
Insight) * Apache Monitoring * Record & Playback HTTP Requests
* _MNET Web Transaction Monitoring * |IS Monitoring s UJRL Content Monitoring
* Ruby on Rails Web Transaction s Nginx Monitoring * Real Browser Monitor
Manitoring *+ PHP Monitoring
* Java Runtime Monitoring s SSL Certificate Monitoring o
* JMX Monitoring | SNMP Monitoring e Active Directory Monitor ERP Monitoring
s LDAP Monitoring * SAP Monitor
Cloud Monitoring * DNS Monitoring * Qracle E-Business Suite Monitor
s FTP, SFTP Monitoring * Siebel Server Monitor Ngws

* Amazon EC2 Monitoring

* Amazon RDS Monitoring

* Automated Cloud Resource Management
* Windows Azure Monitoring

BLUDISit
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el Applications Performance Monitoring

Monitoring

Custom Monitoring

* |MX Monitoring | JMX Consoles

| o consoles il Monictgi?r?gbava

Perl, .NET)

* File System Monitor Listeners
s Windows Performance Counters
* Script Monitoring

s Database Query Monitor

JMX(Java
Management
Extensions)

Web Apps (URL
Sequences)




End User Experience

Monitoring

Definire gli SLA di una applicazione (es. ecommerce)
- SLA “Login” < 2s
- SLA “aggiungi oggetto al carrello” < 5s

e Simula il comportamento dell’'utente e misura i tempi di
risposta

 Verifica gli SLA = allarmi in caso di violazione + SLA report




i Monitoraggio SAN

e Monitoraggio della SAN in ambiente
eterogeneo

e SAN Switch, Raid, Tapelibrary, Host, HBA

e Supporto per Netapp, EMC, HP, IBM,
Brocade, LightSand, Cisco, McData,
DELL,Quantum, ADIC Qlogic, Emulex, JNI

e Monitoraggio Fault & Performance




Topologia Storage Area Network

Monitoring

Export as PDE T

Maps

Network Map
Grid | Circle | Tree | RadialTree

Host

Servers
e
Fabric S
Switches
McData Sp- Cisco MD5. Brocade 5. LightSand.
Storage [Tl 9 EEEH (=l =l i =
evices ~
Hitachi T- NetApp Hitachi L- I1BM-FAStT- EMC-CX300 Adic-100
m o p—— @ o O u—=
i © el il o Q el
1BM 4390 Adici500/- Hitachi-A. HP-ESL StorageTe. HPEVA Adic-i2000 Infortren. EMC-Symme.
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estione Allarmi

Email o

=

e SMS

Active Alarms (43) BEE e *

lanns O Message Source Category Technician Severity Last Updated

All Alarms (106) l

A A ) D merface FesfihernedlSFa0S scown.  PINLIPenoMeser  Swich  Unesgned o 21 0204022630PMCEST
SR 3 erace Fesibened/ISFe0S i donr. SPINLIPeno Mesier  Swich  Unessigned  Wrouee 21 0a2040HIGI0PMCET
SR © Inefece Feshens S5 isdoun,  SPINWPnoTera Skl Swieh  Unessigned  Wfiue  210G204010434PMCET
Trap Alarms (0) d
- Evems 5 merface FesfihernedidFald iscown, PINCIPanoMasier  Swich  Unesigned  Wroue  210a0MT12708AMCET
Alvens T Inefece FeshensRF03 lsdoun,  SPINWPenoTeraSleed  Swih  Unesigned  Wfiue  210a014110503AMCET
rsolsied Trogs P merfae FesfihernedBRa0T scown.  PINCIPanoMaser  Swich  Unessgned o 2002040G0708PMCEST

RTIRIIS i e abene el sdown, PNLfPanoMeser  Swih  Unesped  Uoue  N0sRUGHESMGET
» e Topsources 11 |l e == = [ SR Ee

("
» RCA
- DI e E= I === e
et 05— e Somt 0

IT Work flow e

® Android phone,
ipad, Iphone
ll“v}“ ’

Run Script or
Remediation Patch

Remote device
connection.

e Log a ticket with
ServiceDesk Plus

ManageEngin?\)




Report Builder

Report Builder

Reports

Select Category Select Devices Select Monitors Report Options

Select A lect All :
* Defauk Reports Category select All Select Al Select Time
¥ 172185437 Artive Transactions (WM

TIVE T ransactions (Yiv Last 12']0,}’.‘, .

< - ¥ Deackrn 199 10 O 8
Syste veskiop ¥ 172.18.95.58 Active database connections (W.
Health and Performance Server 192.168.12.100 Average Lock Wait Time (WMI Time Window:
Avalab ity and Unknown 192.168,12.235 B Har Cache Hir B N\ =
o “, Suffer Cache Hit Ratio (WWN Full 24 hours v
Respons Switeh 192.168.22.12 CPU Unlization (W)
ventory Princer 192.168 Cache Hiz Ratio (WM View
. Devices DA . 140 = = St B e -
Virtual Devices outer 92168 Cache Hiz Ratio{SQL 2005 Serve ® Graph View able View
My Favorites POV 192.168.2 Data Files Size (WM

Schedule Reports NewServer 192.168.26.13% Disk Unlization (WMI)

Ba alan - 14 ‘AN \
DomainController 92.168.26.42 Excess Total committed memary .

Other Reports 11D€ AAA A2 A% % p s

1t =




will Airtel & 12:05 PM » il Airtel & 12:04 PM

Back Device Details ) Alarms
Critical Trouble Attention
Votebar, g Today
40 50 g/

L chris_johnson

not res

192.168.5.11

pedja-rusic

caleblummer_smartsea
rchblog.com

192.168.: damjan_stankovic...
i nterface 'Intel(R) 8257
xp
Trouble

rok_benedik
nterface ‘Intel(R) 825

stankovic_damjan...

Alarms

1t =




Business Service Management

v | - aavsar
- MsSOL

2 & o=
3 -0z .

Databases

Network Server =l - westonie

Monitoring Monitoring & “W]) = =coet I

Application Servers

\ Customer Portal LOuotc Generation yCRM Applications

CEB e
Servers

Storage Application Perf
Monitoring Monitoring === e
g Q‘? Switches

a



Business Service Management

tame Type Availability Health

D Applications Manager Monitor Group 4 @
= E:ar"uiw:aFuru::tu:nn Manitar Group @ @
=) DM Sub-Group i ™
DM Sub-Group W @

DM Sub-Group W Y

2} DM Sub-Group @ @

O Compb Url Monitar i Y

BLUDISit
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Business Service Management

Name Type Availability Health

O Applications Manager Monitor Group sl @
:r-‘h\.- ctio Manitar Group @ @

8 riera-a1 Sub-Group i ™
DM Sub-Group W @

[ierp-p:  Sub-Group @ ™

Impatto sul business = priorita o Cms  seeon e e

O Compé Url Monitor I @




Root Cause Analysis

Home = Customer Portal Business Service

Summary  Inventory  Business View  Dashboards +

Availability and Health Current Status Today's Availability Today's Health

2 @

Availability Health Critical Clear

100.00%
aiarms - [ SSs0 R °

Total Monitors = 32

100.00%

Root Cause:

1. Health of web services is critical. W Downtime & Hrs 25 Mins 37 Secs W Critical 8 Hrs 25 Mins 38 Secs

Troubleshoot Troubleshoot

-- web services is down

2. Health of 192.168.27.64 is critical.
-- 192.168.27.64 is down

3. Resource Vm Vfabric is down.
o ‘ [ Show All Causes

Custom Fields

Health of Sub Groups

Network Devices G... ] ™ Web Server Group ] ™ Application Serve... ] ™ Database Group ] Servers Group
@ web services @ vm Vfabric © app-centos32-1_My... 8 A
Mo Monitors are associated. @ app-xpl.csez.zoho... @ app-centos32-1_To... ® DB2 @ app-win7-64-2.cse...
@ s5L-Zoho @ GlassFish @ Memcached @ app-win7-64-5.cse...
& Web Server @ 1Boss Server 9 MssQL @ app-xpl.csez.zoho...
@ Silverstream O Oracle @ As400

BLUDISit

QIR



Visione integrata tra IT Operations & ITSM

:

Valutazione .
. . Incident
Priorita ’

ServiceDesk

Fault . impatto sul
Business

IT IT SERVICE
OPERATIONS MANAGEMENT




Novita — Fluidic Web Interface “Ultra Veloce”
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